RAMAIRICHG T, TFIVTI WRIELETID ?

TFIUFIREER - AT LESAMT

&

RIRAT AL - SR A

o REARBREARS P OESAR AT ZhEER I 2.

® BRE(TLU. SATLT5— MEOERAEH Z541b
EED

® TF1UFT11> 37> bOFHILFIRZHEERL « &

REIEEHT B, \I‘ f 5
@)

A REMABRERRIFR(CERAILIZA > ST > bOIE

HMABRBATERD, FWEMEAULSEHIE |

L NSED]
YN TP OSSR
o JfEgsM RO ARl MEBICIHUTEF
D3¢ ) FOEAEPY I NIT 7D -3 7y TR
T3
o EEAIREARIRICAREINZEE LRSS FIE
R TBIDDAEHIZTEEZ D,

1RIBR % |

YT NI T DRSS IR
REARIREARE R (CH T B RES [ SR FEsR L.
WE(CIHUTEF2YFT/\WFOEHY I NI T 7
DIN—>3> 7Y T %84T,
B5(CEMIIENRELRIEZSE. UATEHSR
#iBU%.

T ey 50

5L -V OFEEELEST
o BERPIIEIREAS ORI, B0
TREEZCALLEIAMG (F5HU-#5
IAHIRISBPMDETE) EHIETS.
o 5HUEMBROTRIET DY S ARRD. K.
BHCLBBRBAVZOWENRAELBUES
CEIETS.

T I PE S B

Ministry of Economy, Trade and Industry

&>
S

National Police Agency

o
ruscw

i 75 B

Ministry of Internal Affairs and Communica

tions

IR . .
. Nyo7yD
o BEENT—HOMBEBTE T TS
S Py TR E NS B,
o |\wIy T —AdxyND—ohstInskL, 8
NEIVae Y ANADS OB - R

A SH AU PREECLD, KRB/ \WI7yTE
ESIESNTUERIWENHTOET !

NIRRT PRI R T B

o #as (U—/N\ VI E, BIERKREE. 15E
Rigties (BHIBHASRE) F) OI7—LDIT
ZERHCPYTT— T2,

o REANIBHARIFR(CAERULRVESROEIRZEL

RS RIETDYS AL ORS

EHMAIRERR H(CIFsEUMMTHNTLER/CY]
SENRIETOY IACREERLTOROD, RIES
03 LRI NI I 7ETHESZR T 2,

1B¥R> AT LFI AR E AT

R PR IR T AR

® RIETITR%ZWIET BIcsh, REAABRRARI(C
ERURMESRDEIRZEL T,

HREO

n BRFYIN-ERR
HhERT R ERAEOY N\ —IBTRAERE

g PO

o 7OCREROIERR. ZERDIOFIA. RER
THO> bOHIBREFCED, RGBS 26T B,

o HMABC/RD—- FIEFETRVNERSES.

o SHEBRY ND—INB 7L ARIRERHEERND T I
AIAERBDCPRET B,

CODE
12345

BRZEEL TV SR
(CBIT BT

REARIRHARI FR(CEIRZTZEL TUEHEER(L, i
FEEEE. RYICRETOISLMERYITNITY

EOEE TPV EHRT B, ‘f‘ %
B OIREEICR>TORES(Z, i @

LOGIN

LOGIN

Ll

PRI

EHUTHS, MAERETE.  ® - N,

EHMAIREARI R (CERETZREL TSRS,
ARETOVSLFFRYINITTEDEZRITAIV
MR TUORLBENLHDET,

wEE z@nyoms
H—N\EOMER I RIARE R ITTINRD,
VPN, 74 7—A—). BEREBEED)PT5—
NTHESR I B,
AEROTHNEHFEINTVEHEEE. BR2ICEEH
RIABEZITI.

RIS
! BFA-N
BT A EFERT BHIC, FIFLSRD0S- 7
T—2a S RAEIE SO S LADFERFIES
05 L3RV T NITPEDEE T OB
RT3, ®
RERFAT IV ERINED,
U5 TIERUEDUR,
RERENHNE. BFA—ILERIETBHIC,
EEE BIOFRTHERT 3,
EIEMRRE A ZER T2 X— LOPDERDEEL
EROEIR ST TR 0— Rt
EIREEHEBY A —BEENFAE |

REILABHLEF OIS IBIBHY AR 2 HFELLET .

m AEYAN-tF1UF1t05—-

nisc_soudanmadoguchi@cyber.go.jp

https://www.npa.go.jp/bureau/cyber/soudan.htm|  [=]=%=[E] [=]k4;. L =]

BARRNBIREODEZRICOOVTE REVOERE X (FERIERFIR
EEAREOYA N -RIFBREOICBHVED R,

R CEEE


https://www.npa.go.jp/bureau/cyber/soudan.html

S5 4H 24 B

TR EEEE
wHsE
BT

NHEEENET A R—tX 2T o ¥ —
FEORBGEKRIZANT CTEBWZ7EE 20T IZONWT (FEE¥E)

A N—LEYPED Y A7 OFEED 2B E 2, FEE 12 HiZid, BIRSET
DA T HERFEIBRIBIZB W TERW 272 & 20K IZ oW T (EEMR
@) ZRHELELES, BETIEZT VLT =TI KD A =B EN
ERNI OB x o2 - BUAE TR S . EIRATEICEENSH 2 EH 6 FEL TR
DET, o, TEFT v FEMTNDEYNT =T ~DJEGR A0 D BB A — LT
SWTIE, AE3 HICIFEEIFER L ZoH-2F0 (5] X1, 2%
M) ZHER L TRY ., Rt EDILRDB RS I NDIRMIZH Y £,

S BT, T TIXAROEATHER « BIGIERCMEED R — LR—VE 2 iE) &
L72 DDoS K L b 52— EAREHBIZL Y, EHMRISEEDH HF
ZuREL, EROHELDIAN—HEBEOBRRICEHETHZ L Lo TNE
ERS

ZDOE IR E LT LWEB O F TOREOREERIZEB O TIE, B3R
DRZEZENTZEX 2 VT A VT MRAEDIBRENE TS L L bla, HiR%E
IZEFA—IVOWERBDOENIEZ D Z L TREOTFT = v 772 ERBAZENIRD
EWVSTEERY 27 OEEV N TRINET, 61T, ERRIX, &% &R
HARHNFEIZL D RUSIZEIENE T2, FTHLAWESNELZVTH L
MBS INET,

9 LI RAGERN A N— X2 VT 412522V A7 2EFE L, BIKO
KR ESEIC, WUIRERRICLDTANN—X 20 T 4 OWRITHONT, B
TIAFz—r b e T It e BV LET,

SO T, FERBEELZRA LESGEIE, #EIERIEEOB AL, &E
RMMITFTEET. X 2 U 7 ¢ BIGREEES M OVELI T LT g - ZHHR<S 72
vy,

(%]
<INFETOFEBRE>

OFMAFE12A 208 RBREEXSE. HLEE. ZT. NISC TERFHRARIZEVTE
L EEEEOREICDOLNT GEEMRE) )
https://www. nisc. go. jp/news/notice/20221220. htm|



https://www.nisc.go.jp/news/notice/20221220.html

ORFM4F10A 148 £BT. EET. NISC BB LUBOTHEBLE SNESFIL
REFREINDIYAN—KRBT I —TICLIBEEEEREETEETEFZME LY A
N—IRE(ZDVT GEEMET) |

https://www. nisc. go. jp/pdf/press/20221014NISC press. pdf

OSMA4FE11 A30B Z=2=r., NISC MEMfBARE - U3 VI AREFEZEMNE L
f=H A4 N—HE[ZDT CEEMIER) |
https://www. nisc. go. jp/pdf/press/20221130NISC _press. pdf

OSMA4E128 218 IPA TERFEWRICHITHIEHREX) T4 2T HEEBE]
https://www. ipa. go. jp/security/anshin/heads-up/alert20221213. html

<TGUHYLITTHE>
OR Ly T SUYLITT FUYLITTHER—T STOP! RANSOMWARE

https://www. nisc. go. jp/tokusetsu/stopransomeware. html

OF UH LY T 7XFERFRIR—T (HILITBUE NEHRNIBHEAERESE)
https://www. ipa. go. jp/security/anshin/measures/ransom tokusetsu. html

OBRABS U LD I 7THEFXZ(T-05HT FAQ (—A%#tE;E A JPCERT a—F 1 —
avtera—)
https://www. jpcert. or. jp/magazine/security/ransom-fag. html

OF vH LI T7HREFRT A b (—MHEFEAN PCERT 2 —FT 4 R—>avt258—)

https://www. jpcert. or. jp/magazine/secur ity/nomore-ransom. html

OZ YLDz 7HEIERK (BERT)
https://www. npa. go. jp/bureau/cyber/countermeasures/ransom. html

<IETYF>

O TEmotet (ZETY M) EMENEZVAILAANDRELEEES A —)LIZDONT (M3
TBUENIEHRLIEHERE) K1) (FFI5F3 A 17 BEH)

https://www. ipa. go. jp/security/security-alert/2022/1202. html

O% Ly = 7 Emotet MRERZEFILKICEET :FEMEE (— ikt Hix A JPCERT 2 —TFT 4
—arvera—) (X2) (FF54E3 A 20 BEH)
https://www. jpcert. or. jp/at/2022/at220006. htm|



https://www.nisc.go.jp/pdf/press/20221014NISC_press.pdf
https://www.nisc.go.jp/pdf/press/20221130NISC_press.pdf
https://www.jpcert.or.jp/magazine/security/ransom-faq.html
https://www.jpcert.or.jp/magazine/security/nomore-ransom.html
https://www.npa.go.jp/bureau/cyber/countermeasures/ransom.html
https://www.jpcert.or.jp/at/2022/at220006.html

(AII#%)

RHWRIBRIAR I A1) TERW 2 ZE EVRIconT (EER)

TR 2 VT 4 RROFERMICEAT 2 BEE M NERY AT LEFTT 2MEF
(CHEMNZTZE VIR Z TRRO LB £LOE LK,

AL

<tEX2V T4 XMNROEMBET L EELEIZLIT 5 EMEE>

1. FHAVRHER AR Bl O %t 5%

[EHRIBEIBF O X2V T 4 A4 T v FRAEROXATIE K OSEE AT

DOHER]

O E#REBYRF X2 T 440 T o b2V TAEA LTRELD
HARERENR G LD, Z0H, BEX2 VT 4427 > MZANST
x5 &) RIVMABHIM R O BERESI 2R L, BB, Y AT AT 77—
NN A= APY R TREN IRl i s S I

O X2V T7 104072 bEFRMLUEERIGRENSHIFICINT 5 Z &2
TEXDE9, X2V T 440 VT bEBAUEBROLTIE (kb
FHEYE) ONKREFEMRTHZ L,

O ®XFa2 VT 4420 T 0 MR LEBICBT &R (FRexa )
TAA VT NEBA LTZBRIZI T D RHGE OPRERES K O Y 3525 0 i
f&Ie, BAE DR Do T2 35H O T DR TE) DEFTOFRICEF I T
WHZ L EERT DT &,

O /XTAA/&(%w%%%@m\@ﬁ%%\%%#HEX%&%\%
~&ty&$¥%%®ﬁf FEORLY 7T A F = — RO E LR,
f&de (K - IRH %D iE ﬁ%ﬁﬁwu%@iﬁ%%a®w4ﬁ%%aﬁé
Z&,

O HHRATL22FHTIHEZICH LT, X2V 74040V T 0 FER
HMUT-GAOMEROQZEMT D L,

[Ny 27 v FxRDOE]

O YATLADOREERT VY LY =2THRORIET ST MM E DT — Xl
I 2T, BERT —FZBEMRET 7 A VT D3y 77 v TR &5
m#ékk%;\ﬁﬁ@ﬂ/ﬁ7/7$%¥’ BEsnTnbsz e, Ny
Ty T T—ANLEBIEIATE DI E2HERTHIE, £, Xy I T v
TT=RERy MU= BE0EEL, AREAR LT L0 EORERE BT
HZ ok,



[7 7 & A BET 2 %F5K]

O ZoMICT 7 & AMHEROMRR, ZHEFEHIEOFH, RERT D v hOH|
BREEIZE Y . RAGRREZTRILT 5 & & b, fHx OFIHFIZ/NAT — R H
FLTRVWDERSED Z &,

O A F—%y NEWNEHRE Y NT =T N T 7 AR[REREER~DT 7 & A
IFMER B DICRE L., FHEMERE. R—F BziE, 77 A EFY—E X
S X< FIH &5 137(TCP/UDP) . 138 (UDP)., 139(TCP). 445(TCP/ UDP) .
VEe— T A7 by 7SR ENS 3389(TCP) 72 &) K7 haiLizR
VEIZHB L TV eWZ L2 ERT 5 2 L,

[V7 bY =727 % Mass st R D E ]

O MesstkExt R ok zfER L, LIS T2 T4 Xy FomEfe
TR =T ON—=Ta T T ETHEEBIC, BEHIZET D & MIKEE
RGEIXY AR AT D2 &, IR Pl AR S o EE R Mg
THEHRICOWTIEMR R < fEFR. XISORFINITON LA & LT 2 &,

O X2V 74Xy TFOHMASLY 7 bV =T ONR—=2 3 07 v 7 IZO0T,
R 157 R HIRIBI IR it T & oW iGa . BRI T B 132
By AT AA~DT 7B AERRTRIND Z LD, FRNZEmHO 27
Va—)LERETH T L,

[FIFBEES - SN I — B RITBE¥ 5 %45K]

O SMBDDORIET 7 2 A 2B d 28an 6, iy (P— Y ar
B EEREEEE, FEMBES UL ATk E) %) 077y —LAv =T
EEFOGDIZT v 7T — 952 L, o, RHRERIIFEPIZEH L
WEOEREZK LT 2L, T, BKRICHBESKEZREL TG
(T, RIAIRBIRE h O EDER ZRETd 5 Z &,

O Z OISR LW Y — B 2RO BERME O RS 2T+ 5 2 &,

[k B E~DEE R D Eh]

O R AT LZFAT2EZE I LT, Bl T 25 <{FHR A7 2 %M
T OB IR T 5 FEMFHE> 2 5 REIRBEIMIZE S A X—kF =2V
T A FEROBENLEETREFIHICOWT, BEMELEHT5 2 &,

2. RIAIRIBIGHE B T DR

[EERIREIRI FICER 2% & L QW EERIZE T 2 3% ]
O EWUABRMSICERZE S L TWHERIT, REFa 7T A58 Y 7 b
VT EDERT 7 AIVDEIIOREL o TWRWEBZENLRH D T &




O, WREENIS, ROICRET 07T LMK 7 N2 TEDERT 7 AV
EHER L., BT OIRIEIZ 72> CWARWEEAITEFEEAZERK L Tod ., FIH
MG TH Z &,

[V7 b =727 % Mass st R D E ]

O RHIKRERMIR I D esatEE et L, SEISCTEFxF 2 T4
NRyFOWARLY 7 =T DNR=Va T o7 w{THEEHIC, BEHICE
fid 5 2 & NREERGEITY AT BERRE#ET D2 L,

[REF v 7T ABYDOHER]
O FEHRIBEIRITICEDH LM TON TV XY a VERRIET 1 7T AT
JEYL LTy, RIET R T T AREKY 7 b7 = TETHERZITHY 2 L,

[—AR"FBIZBIT 82 7 ORER]

O S — ORI T DRERT 7B ANREAEL TWRND, VPN, 77
AT — U —)b, BHREEEn VT 77— N CHRTHZE, HLMLD
R m ZRFEE SN TV EIE, FRAlCFEMRHEEORISZ1T S Z
e

<fEHLAT L2 BB FICBIT 5 EMEFE >
1. FHAVRHER AR Bl O %t 5%

[T — 7 O/ L H LA— LV ORER & #E5F]

O EWIRIBIG ] i AR oM R ek A DR B H LEN M ERIGE T,
FERE N DL I AEF A S T2 v e xti: (FFHH L - FhiARICET 2 NH
DESFEE) ZRIET 52 &,

O FA2ETHELH LIEMEORIET v /T MEYee, ik, Wiz Xk 515
HIWAVEORENE LW ICEET L &,

[FIABERIZBI S 535K
O SR DDOARIET 72 A2 B3 2806 KEIWRIRGIH oA L7
WHERR DRI A2 & 92 &,

2. RIAIRIBIGHE B T DR

O B A—/VOMERZIT I AN, FIAEZERD S BLXOT 7V r— 3 iz
KT HEET 0T AOBEASCAET BT T LXK Y 7 N 2T HEDERT
T ANVDOEFELINHT H L,

O B FA—IVOMEREIT O BRIL, RERBMT 7 7 A VERHWZD V5%




2T 7 BALIZD LN Z &,

LA

i



	スライド番号 1

